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CIW Cyber Infrastructure Associate 
Version 1.0 - Certification Exam: CIW-CyNA-100 

Certification Overview 

The CIW Cyber Infrastructure Associate certification validates foundational knowledge of the network, systems, 

cloud, and security infrastructure that powers modern organizations. Candidates learn how infrastructure 

components connect, communicate, and operate across enterprise, data center, cloud, and AI-enabled 

environments. The certification assesses networking fundamentals, infrastructure operations, cybersecurity 

principles, cloud technologies, and AI infrastructure concepts while providing a structured foundation for further 

study and entry-level IT career pathways. 

Through scenario-based activities, labs, and simulations, learners develop practical skills in network configuration, 

troubleshooting, system support, and applying security best practices. Certified individuals understand how 

modern infrastructure supports business operations, cloud services, and emerging AI-enabled technologies while 

contributing to secure, resilient, reliable, and efficient computing environments. 

Course Catalog Description 

The Cyber Infrastructure Associate course introduces students to the fundamentals of networking, systems, cloud, 

and security infrastructure in modern IT environments. Students learn how infrastructure components connect, 

communicate, and operate across enterprise, cloud, data center, and AI-enabled environments. Key topics include 

network architecture, IP addressing, protocols, infrastructure devices, cybersecurity fundamentals, cloud 

technologies, virtualization, data center operations, and AI infrastructure concepts. 

Through hands-on activities, labs, and simulations, students develop practical skills in configuring and 

troubleshooting networks, supporting systems and services, and applying security best practices. The course 

prepares learners for entry-level roles in networking, IT support, infrastructure operations, cloud support, data 

center operations, and cybersecurity. 

Industry Framework Alignment 

The CIW Cyber Infrastructure Associate certification aligns with foundational concepts found in the NIST 

Cybersecurity Framework (CSF) 2.0. Through the study of networking, systems administration, cloud technologies, 

cybersecurity controls, monitoring, risk management, and infrastructure resilience, candidates develop knowledge 

and skills that support the NIST CSF functions of Identify, Protect, Detect, Respond, Recover, and Govern. The 

certification emphasizes practical infrastructure and security concepts appropriate for entry-level IT, networking, 

and cybersecurity career pathways. 
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Department of Labor Standard Occupational Classification 

The following SOC roles provide foundational competencies aligned to the ten domains. 

• 15-1244 – Network and Computer Systems Administrators (-4% decline due to automation and cloud services) 

• 15-1212 – Information Security Analysts  

• 15-1231 – Computer Network Support Specialists  

• 15-1299 – Computer Occupations, All Other 

Career Pathway 

Entry-Level Roles Senior-Level Roles 

IT Support Specialist 

Jr. Systems Administrator 

Computer Network Support Specialists 

Data Center Technician 

Cybersecurity Technician 

Cloud Support Associate 

AI Operations Technician 

Senior Infrastructure Engineer 

Senior Systems Engineer 

Cloud Engineer 

Cloud Architect 

DevOps Engineer 

AI Infrastructure Engineer 

AI Security Engineer 

Mid-Level Roles Executive Roles 

Network Administration 

Systems Administrator 

Cloud Administrator 

Information Security Analyst 

Infrastructure Engineer 

Network Engineer 

Cloud Operations Specialist 

Cybersecurity Analyst 

DevOps Specialist 

IT Manager 

Infrastructure Manager 

Cloud Operations Manager 

Director of IT Infrastructure  

Director of Cybersecurity 

Director of Cloud Operations 

Chief Information Security Officer 

Chief Technology Officer 

Chief Information Officer 
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SOC Wage Median Demand Skill 

15-1212 – Information 

Security Analysts  

 

$62.11 hourly 
$129,180 annual 
(O’Net) 
 
$57.87 hourly 
$120,360 annual  
(U.S. Bureau of Labor 
Statistics) 

Very High 

29% growth: 2024-

2034 

(O’Net) 

High Rigor 

(O’Net) 

15-1231 – Computer 

Network Support 

Specialists 

 

$36.64 hourly 
$76,220 annual 
(O’Net) 
 
$34.39 hourly 
$71,530 annual 
(U.S. Bureau of Labor 
Statistics) 
 

Below average 

2% growth: 2024-2034 

(O’Net) 

Medium-High Rigor 

(O’Net) 

 

Courseware Lessons 

Lesson 1: Networking Fundamentals 

Purpose of Networks in Business, Cloud, and AI  

Types of Networks  

Network Topologies  

Key Networking Devices and Their Roles  

Basics of Data Communication and Network Models 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 2: Network Infrastructure and Configuration 
How Network Devices Forward Traffic  

Basic Network Configuration and Management  

Network Segmentation and VLANs  

Monitoring Network Performance and Security  

Troubleshooting Connectivity Issues 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 3: Internet Protocols, Communication, and Security 

Introduction to Internet Communication 

IP Addressing and Network Service  
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Domain Name System (DNS)  

Data Transmission Using TCP/IP  

Network Troubleshooting Utilities  

APIs, JSON, and Web Services 

Security Risks in Network Protocols  

Wireless Network Setup and Security 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 4: Cybersecurity Fundamentals 
Core Security Principles (CIA Triad)  

Traditional and AI-Enabled Threats 

Prompt Injection and AI Security Risks 

Security Controls, Zero Trust, and AI-Assisted Detection  

Authentication and Access Management  

Identifying Risks and Vulnerabilities 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 5: Server Administration and Security 
Role of Servers and Endpoints  

Windows, Linux, and Server Platforms 

Basic Command-Line Administration 

System Components and Services  

System Hardening and Patch Management  

Access Control, Logging, and Endpoint Protection 

Monitoring and Operational Visibility  

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 6: Data Center Infrastructure 
Role of Data Centers in IT and AI  

Core Infrastructure Components  

Physical and Environmental Security  

Virtualization in Data Centers  

High Availability and Redundancy 

Guided Instruction 

Independent Learning 

Challenge It! 
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Lesson 7: Cloud and Virtual Networking 
Cloud Computing Models  

Virtual Networking in the Cloud  

Cloud Networking Components  

Containers and Orchestration  

Shared Responsibility Model 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 8: AI Infrastructure and Networking 
AI Infrastructure Fundamentals 

Training vs. Inference Workloads 

Specialized AI Hardware  

AI Data Pipelines and Data Governance 

AI Application Architecture  

APIs and AI Service Access 

Networking Requirements for AI Systems  

Distributed Computing Concepts 

AI Agents, Trust, and Human Oversight 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 9: Cyber Risk and Resilience 
Risk Assessment and Threat  

Modeling 

SIEM, Logging, and AI-Assisted Monitoring 

Cyber Insurance Basics  

Backup and Data Recovery  

Business Continuity and Incident Response 

Data Privacy, AI Governance, and Regulations 

Modern Cryptography and Secure Communications 

Quantum Computing and Post-Quantum Cryptology 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson 10: Careers and Employability in IT 
Careers in Networking, Cybersecurity, Cloud, and AI  

Technical and Soft Skills for IT Roles  

Certifications and Continuous Learning  

Workplace Best Practices in IT Environments  
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Job Search Strategies and Entry-Level Experience 

Guided Instruction 

Independent Learning 

Challenge It! 

Lesson Structure 

• Engaging and interactive lesson content  

• Lesson Video  

• Core Instruction  

• Infrastructure at Work (scenario) 

• Guided Practice (Labs)  

• Independent Learning (Exercises)  

• Challenge It! (application project, scenario)  

• Vocabulary words  

• Instructional Slideshow  

• Lesson quiz: minimum of 15 questions/3 interactive 

Lesson Video 

Students will be introduced to the key learning outcomes through a video at the start of the lesson. The video will 

help students understand the lesson’s purpose and activate prior knowledge before beginning the activities. This 

instructional technique is designed to reinforce the key points and support student learning throughout the lesson. 

Core Instruction 

Core Instruction delivers the lesson's essential knowledge through concise, easy-to-understand explanations 

supported by visuals, diagrams, infographics, examples, and workplace scenarios. Technical concepts are presented 

in a practical context, helping students connect networking, infrastructure, cybersecurity, cloud, and AI topics to 

real-world IT operations. Infrastructure at Work scenarios are inserted throughout the lesson to reinforce learning 

through authentic workplace applications. 

Infrastructure at Work 

Students will experience mini-workplace scenarios that demonstrate how lesson concepts are applied in real-world 

infrastructure environments. Scenarios reinforce technical knowledge while developing troubleshooting, analysis, 

and decision-making skills. Comprehension questions help students connect course concepts to workplace tasks. 

Guided Instruction 

Students will complete hands-on labs that simulate real-world infrastructure using industry-relevant tools and 

controlled, accessible environments. Due to access, security, and system limitations, some activities will use guided 

simulations or preconfigured environments rather than live production systems. 

Through these labs, students will apply lesson concepts to configure networks, analyze connectivity, manage 

systems, and implement basic security practices. Each activity is designed to reflect real workplace scenarios while 
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remaining safe and accessible, allowing learners to build practical skills in troubleshooting, supporting network 

operations, and making informed technical decisions. 

Independent Learning 

Students will strengthen their understanding by completing matching and fill-in-the-blank exercises, as well as 

higher-level activities such as short-answer questions, sorting, and sequencing tasks. 

Vocabulary 

Students will build their vocabulary by using online tools in both traditional and game-based activities. 

Instructional Slide Deck 

Instructors will have access to an instructional slide deck designed to guide lesson flow and support student 

learning. 

Final Exam and Test Prep 

Test Prep 

Each Practice Test in the Test Prep series will feature 50 preparatory questions that align with specific objectives 

assessed on the final exam. Practice questions will mirror the types and focus areas of their final exam 

counterparts. Overall, students will complete three preparatory questions for every final exam question, providing 

multiple opportunities to build mastery and confidence. 

Final Exam 

The final exam will include at least one question for each objective (50 total), assessing students at the 

Understanding/Comprehension and Application levels of Bloom’s Taxonomy. These assessment levels align with the 

expectations and responsibilities of entry-level roles in networking, IT support, and cybersecurity pathways. 

Hardware and Software Requirements 

Hardware 

Devices that meet baseline technology standards from 2020 or later are sufficient for participation in this program. 

Supported devices include, but are not limited to, Chromebooks and other systems designed for cloud-based 

environments. 

Software 

This courseware is compatible with Windows 11 and the latest stable versions of Chrome OS. Access to all course 

materials and assessments requires a current, fully up-to-date web browser. 

The primary applications used in this course are cloud-based and may update automatically without prior 

notification. As a result, lab instructions may occasionally differ from the live application interface. Instructors and 
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students are encouraged to apply problem-solving skills to navigate any discrepancies. Certification Partners will 

annually review and update course materials to address significant changes in application functionality. 

Internet Access 

An active Internet connection is required to access cloud-based courseware, testing platforms, and related 

resources. Due to the evolving nature of the Internet, external hyperlinks may change or become inactive without 

warning. Certification Partners actively monitors and maintains external links but cannot guarantee uninterrupted 

access to third-party websites. 
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