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Exam Objectives

The CIW Cyber Infrastructure Associate courseware is written to the following Exam Objectives:

Domain 1: Networking Foundations

1.1: Explain the purpose of computer networks in business, cloud, and Al-enabled environments.

1.2: Identify common network types (LAN, WAN, WLAN) and their uses.

1.3: Identify common network topologies and describe how they affect connectivity and reliability.

1.4: Explain the role of networking devices, including routers, switches, access points, firewalls, and load balancers.
1.5: Explain how data moves through networks using network models, client-server communication, bandwidth,
latency, and Internet connectivity.

Domain 2: Network Infrastructure and Operations

2.1: Explain how switches and routers forward and direct network traffic.

2.2: Explain basic configuration and management of networking hardware for reliable and secure operation.
2.3: Explain VLANs and network segmentation for performance, security, and operational efficiency.

2.4: Identify tools and methods used to monitor network performance, availability, and security.

2.5: Identify and troubleshoot common network performance and connectivity issues.

2.6: Interpret network diagrams, infrastructure documentation, and topology maps.

2.7: Explain how MAC addressing, switching, and port assignments support network communications.

Domain 3: Internet Protocols and Addressing

3.1: Explain how IP addressing and network services (DHCP, NAT, NTP) enable communication between devices.
3.2: Describe how DNS translates domain names into IP addresses.

3.3: Explain how data is transmitted across networks using TCP/IP.

3.4: Identify common security risks related to network protocols and services.

3.5: Configure and troubleshoot basic wireless network connectivity and security.

3.6: Use networking utilities, including ping, traceroute, ipconfig/ifconfig, nslookup, and netstat, to diagnose
connectivity issues.

3.7: Explain how APIs, JSON, and web services support communication between cloud, networking, and Al systems.

Domain 4: Cybersecurity Fundamentals

4.1: Explain core security principles, including confidentiality, integrity, and availability.

4.2: |dentify common cyber threats, including malware, phishing, ransomware, denial-of-service attacks (DDoS), Al-
enabled attacks, prompt injection, and social engineering.

4.3: Describe security controls, including firewalls, endpoint protection, monitoring systems, SIEM platforms, Zero
Trust concepts, and VPNs.

4.4: Explain authentication, authorization, least privilege, and identity management systems, and multi-factor
authentication.

4.5: Identify common vulnerabilities, including misconfiguration, insecure services, and weak access controls.

4.6: Explain how cybersecurity controls protect infrastructure, cloud resources, and Al-enabled systems.

© 2026 Certification Partners, LLC — All Rights Reserved. Version 1.0



CIW Cyber Infrastructure Associate Blueprint

Page 2

Domain 5: Systems Administration and Security

5.1: Explain the role of servers, endpoint devices, and operating systems in infrastructure environments.

5.2: Identify common server operating systems (Windows, Linux, macOS), and basic command-line tools to gather
system and network information.

5.3: Describe core computing resources, including processors, memory, storage, and system services.

5.4: Describe system hardening, patch management, and secure configuration practices.

5.5: Explain how access control, user accounts, logging, auditing, and endpoint protection support system security.
5.6: Identify monitoring, logging, and operational practices used to support infrastructure reliability.

Domain 6: Secure Data Center Infrastructure

6.1: Explain the role of data centers in enterprise, cloud, and Al environments.

6.2: Identify key infrastructure components, including compute, storage, networking, and management systems
6.3: Describe physical security, environmental controls, power systems, and cooling systems used in data centers.
6.4: Explain virtualization concepts and resource management within data center environments.

6.5: Describe high availability, redundancy, fault tolerance, monitoring, and disaster avoidance strategies

Domain 7: Cloud and Virtualized Networking

7.1: Explain cloud computing concepts and service models (laaS, PaaS, SaaSs).

7.2: Describe virtual networking and connectivity within cloud environments.

7.3: Identify cloud infrastructure components and controls, including virtual networks, gateways, load balancers,
and security groups.

7.4: Explain containerization, orchestration, and the role of platforms such as Kubernetes in supporting modern
applications.

Domain 8: Al Infrastructure and Operations

8.1: Explain Al infrastructure components and the difference between training and inference workloads.

8.2: Identify specialized Al infrastructure resources, including GPUs, accelerators, high-speed storage, and
distributed computing resources.

8.3: Describe Al data pipelines, secure data movement, APIs, and governance requirements.

8.4: Explain how Al applications and agents depend on networking, identity management, monitoring, logging, and
infrastructure controls.

Domain 9: Cyber Risk, Privacy, and Resilience

9.1: Explain how organizations assess and manage cybersecurity risk through risk assessments, threat modeling,
logging, SIEM platforms, and monitoring.

9.2: Describe backup, recovery, business continuity, disaster recovery, and incident response processes.

9.3: Explain privacy, data protection, Al governance, cryptography, digital certificates, and emerging post-quantum
security concepts.

Domain 10: Careers and Employability in Cyber Infrastructure

10.1: Identify common careers in infrastructure, cybersecurity, cloud operations, Al infrastructure, and Al security,
including associated responsibilities and career pathways.

10.2: Describe the technical skills, professional skills, certifications, and continuous learning requirements needed
for success in IT careers.

10.3: Demonstrate workplace readiness practices, including communication, teamwork, ethical behavior,
documentation, resumes, interviews, portfolios, and professional networking.
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